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INFORMATION FRAUD AS A CHALLENGE FOR CIVIL SOCIETY IN UKRAINE

Background: On the Internet today, we can come across numerous fraudulent technologies that are
considered electronic crimes. One of the cyber fraud subspecies, information fraud, is not only undefined in
Ukrainian legislation but is generally little studied in the domestic scientific discourse. The lack of scientific
research and the legislative framework is one of the reasons for the prevalence of this phenomenon in
Ukrainian society, which brings serious harm to citizens, especially during the war in Ukraine.

Purpose: To consider information fraud in terms of its impact on civil society in Ukraine.

Methods. In the course of the work, general scientific methods were used: analysis for a
detailed study of the scientists works on the selected topic and synthesis to determine the essence of
the concept of “information fraud” and its features. The classification method was used to organize
and structure information.

Results: Information fraud can be interpreted as manipulative socio-political Internet
technology, as online fraudsters, using certain manipulation strategies and tactics, sell information
that has no practical value. In our opinion, during the war in Ukraine, this kind of fraudster is a big
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problem for society, on par with other widespread cybercrimes, because they can lead to various
negative social consequences and even the death of a person.

Conclusion: Positive tendencies in the development of Ukraine's civil society may be seen in
the public's engagement and the population's response to the issue of information fraud. On the other
hand, one of the obstacles to the creation of such a society is the pervasiveness of information fraud
and cybercrime in general.

Keywords: cyber fraud, information fraud, socio-political Internet technology, civil society,
manipulation

ChOroiHi B IHTEPHETI MOXKHA 3ITKHYTHCS 3 BEJIUKOIO KUTBKICTIO MIAXpaiiChKUX TEXHOJOTIH, SKi
PO3TISAAIOTHCS K €JICKTPOHHI 31T0YMHU. PiBEHb KON TaKMX 3J0YMHIB B IHTEPHETI BapitOE€THCS Bij
HEBEJIMKOI IIKOAW JJIsl OKpPeMoi JIOAWHY (371aM CTOPIHKM B COI[IaIbHUX Mepexkax, (illliHT) 10
3HAYHMX 30MTKIB JiepxaBHii iHdpacTpykTypi (DoS-aTaku, kibepTepopusm).

HayxoBui B cdepi npaBa KOHCTAaTYIOTh ()aKT BiICyTHOCTI B 3aKOHOJIABCTBI YKpaiHW BU3HAYCHHS
KiOepiIaxpaicTBa UM MaxpaiicbKuX il y Mepexi a0 iHIINX CHHOHIMIYHUX HOMY TepMiHiB. 3riJHO CT.
190 KpumiHaIBEHOTO KOJIEKCY YKpaiHU MOHATTS «IIaxXpaiCTBO» TPAKTYEThCS SK 3aBOJIOMIHHS Ty>KHUM
MaiiHOM a0o mpuaOaHHS TpaBa Ha MalWHO MUITXOM OOMaHy YW 3JIOBKHBaHHS JOBiporo. Bapro
3ayBKHTH, IO Y. 3 IIi€l CTaTTi BU3HAE KPUMIHAIBHUAM IPABOMOPYILCHHSIM MIaXpaiiCTBO, BUMHCHE
NUISIXOM HE3aKOHHUX Oflepallii 3 BUKOPHCTAHHIM EJIEKTPOHHO-OOUMCITIOBATIBHOT TEXHIKHU, M SKUM
po3yMieThesl  KibepmaxpaiicTBo. JIOMOMIKHMM TakoX MOXe OyTH BH3HAYCHHS KiOEp3JIOUMHY SIK
CYCNIUIBHO HEO0E3NEeYHOro BUHHOIO [isHHS Yy KibeprpocTopi Ta/abo 3 HMOro BHKOPHCTaHHSM,
Bi/INOBIAANBHICTS 32 sIKE TIependadeHa 3aKoHOM Y KpaiHu PO KpUMiHAIBHY BifIOBIIAIBHICTh Ta/a00 siKe
BH3HAHO 3JIOYMHOM MI>KHAPOIAHUMHU JoroBopamu Y kpainu (KpuMinanbauii kojeke Ykpainu, 2023).

[Ipu Bu3HAUeHH] MOHATTA KibepliaxpaiicTBa JOCTHIAHUKY B IIJIOMY XapaKTepU3yIOTh HOTO SIK
KpUMiHaJbHE MPABOMOPYIICHHS, IO BIAPI3HAETHCS BiJ 3BHYAMHOIO INAXpalCTBa, OCKUIBKU B
pe3ybTaTi €BOMIOMII Ta TEXHOJOTIYHOTO MPOTPECY BOHO 3IIMCHIOETHCS 3 BUKOPUCTAHHSM HOBHUX
METO/IIB, SIK1 paHille He OyJIM BUBYEHI, aJie 33 CYTHICTIO BOHU HAraJyloTh 3BHUYAHE IIaXpanCTRBO.

OpnuH 13 migBuAiB KibepmaxpaicTBa — iHpOpMaLiliHe [axpaicTBo, € HE IPOCTO HEBU3HAYEHUM B
YKpaiHCbKOMY 3aKOHO/IABCTBI, ajie i B3arayli € Majo JOCTIPKYBaHMM Y BITYM3HSHOMY HAyKOBOMY
JucKypcei. B myOmivHiid cdepi 3a Takum BUIOM IIaxpaiicTBa yrke MPUKPITUIacs Ha3Ba «iHPOIUTaHIITHAY,
a JFOJIEH, SIKi 3aiiMalOThCS TAKOIO CIIPABOIO TIOYAIM Ha3WBaTH «iH(ormranammy. 3i cBoro OOKy MH He
BBKAEMO TEPMiH «iH(OLUTaHN» TOJIEPAaHTHUM, TOMY ITOCITYTOBYEMOCS CaMe BapiaHTOM «iH(popMariiiiHe
I1aXPaiCTBOY, SIKMH, Ha HaIly IyMKY, YiTKO IIepelIae CyTh [IbOT0 BUIY KiOepimaxpaiicTBa 03 10aTKOBOT
CTEpEOTHII3aIll Ta CTUrMaTH3allii MPEJICTABHUKIB POMCHKOI KyNnbTypu. Ha nomatok, B aHTTIOMOBHIH
JiTeparypi Iyl O3HAYCHHS TAaKUX OHJIAH-IIaXpaiB BUKOPHUCTOBYIOTH BHCIOBIEHHS «fake online guruy,
II0 MOXKHA TEPeKSacTd SK OHJIAiH IICEBJOHACTABHUKM, IO TAKOX IMiATBEPIKYE HEKOPEKTHICTh
BUKOPUCTaHHSI Ha3BH «iH(OIMTaHIIINHAY.

[npopmaniiine 1maxpaiicTBO MOXHAa IHTEPIPETYBAaTH  MaHINYJISTHBHOIO  COLIAIbHO-
MOJIITHYHOIO IHTEPHET-TEXHOJIOTI€10, OCKIIBKH OHJIaiH-I1axpai, BAKOPUCTOBYIOUH IIE€BHI CTpaTerii Ta
TAaKTUKU MaHIMyJTIOBaHHS, TPOAAI0Th iHQOopMaIlito, sSika He Ma€ HisSIKOi MPaKTUYHOI [iHHOCTI. Ha Hanry
JIYMKY, TIijl 4ac BiiiHE B YKpaiHi Takoro pojay maxpai € BeIHKO0 MpoOIeMoro JUIs CYyCHiIbCTBA Ha
PiBHI 3 IHIIMMH PO3MOBCIOPKEHUMH KiOEp37I0YMHAMU: MPOIO3ULISIMA 3 OPEHIH YSIBHOI'O UM BXKE
3a{HATOTO KUTIIA Ul BUMYIICHUX TEpeceieHIlB; (peHKOBUMHU MacaXMPCHKUMH TEPEBE3CHHIMHU;
HEMIWCHUMH TaJlOHAMH Ha TalMBO; NPOJaXeM HEpeabHUX TOBapiB (THUX, M0 € HaHOUIbII
MOTPIOHMMU Y BOEHHUH Yac); HaaHHSIM HENpaBauBoi iH(popMaIlii, 30KpemMa po 3HUKIHX TPOMAJISTH
Y BU3BOJICHHS OCTaHHIX 3 MOJIOHY, deiikoBuMu 300pamu kowtiB Tomo (JIeBkiBeoka, 2022, c. 521).
Aue B oMy 3arpo3a came iH(OopMaIiifHOTo IaxpaicTea?

Baaraii indopmariiiine maxpaiicTBo HaifuacTiiie NMoB’sI3yI0Th 3 0i3HECOM Ta IMiANPUEMHHUIITBOM,
OCKUIBKM OCHOBHA MeTa Takol JisUIbHOCTI — 3apoOWUTH sikoMora Oinplie rpouied 3 MiHIMaJbHUMH
BUTpaTaMu. 3 MO3HIlii Teopii palioHaTLHOTO BUOOPY TAKOT'O MOSICHEHHS MTOBEIIHKY Oy/ie JOCTaTHBO. AJle
HACIIJIKK BiJl I1i€1 HEMTPAaBOMIPHOT iHTEPHET-TIOBE/IHKU € KyJIH CEPHO3HII HIXK TIPOCTE «BHYPIOBAHHS
KOIIITiBY, III0 TIEPEHOCHUTH HOTO 3 TIOJIsI EKOHOMIKH B COIliaIbHY chepy.
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Sk mMu yxe 3a3Hadand, iHpopMalliliHi maxpai — 1e eKCIepTy 3 MaHiImyJIIoBaHHS. BOHM 3HAIOTh
SIK 1 KOMY TIpOJIaBaTH CBill iH(popMarliiiauii HermoTpid. YacTo B pi3HUX MyOMIIUCTUIHUX CTATTAX Ta
IHCTpYKTa)Kax CTOCOBHO TOTO, SIK MOYKHA PO3ITI3HATH TaK 3BaHUX «iH(OUUTaH», IXHIMH OCHOBHHMH
pHcaMH BKa3yHOThCS:

- Burapana icTopis ycmixy — maxpai po3noBiIaloTh JeTeH/Y, SKa IPE3CHTYE ICTOPII0 BIACHOTO
yCHiXy Ta YCHiXy 1HIIMX JIFOJEH, K BAKOPUCTOBYBAJIM METOIMKY, 1110, BIIACHE, IPOJAETHCS.

- lIBunki pe3ynpTaTu — MIaxpai rapaHTYIOTh YCIiX YK€ MIicIs 3aKiHUeHHs] HaB4aHHS Ha IXHil
mporpami.

- JleMoHCTpaIlisl KpaCHBOTO KHUTTS, a00 HOTO 1TF03iT — (POTO UM BiJIcO HA CTOPIHKAX TaK 3BAHOTO
«KOyuay, Jie 300paxeHo Horo (4acTo i He HOro) AOpori MalIuHU, IHTEp €pH, (hereHedeTbHIMH
BiJIMOYMHOK, 3HAWOMCTRBA Ta JPYk0a 3 BIIIOMUMHU JIFOJBMH TOIIIO.

- IlpuxoByBaHHs odiliitHOi iHGOpPMAIlT PO OCBITY Ta AOCBIJ JiSUTLHOCTI, MaHITyTFOBaHHS
Ha3BaMHU YCTAaHOB, JJIsl CTBOPEHHS BHIMMOCTI pOOOTH B aBTOPUTETHUX CTPYKTYpaXx.

- Jlns Ginbir BimoMux maxpaiB — BEJIMKa ayJJUTOPis B COLIaIbHUX MEPEKax.

- Hagymana yHikaibHICTH Ta HIHHICTH KypCY, 3MICT SIKOTO HE Hece HisIKoi KOHKPETHUKH, a
TICEBIOHACTABHUK PO3TIOBIJIA€ 3arajbHi Ta JJOCTYITHI B IHTEPHETI pedi, K1 4acTo MPUTIPABIICHI
MariYHUM MUCIICHHSIM Ta CAMOMOTHBYBAHHSIM.

Cnucok uX 03HaK MOYKHA MPOIOBXKYBATH Jalli, OCKIIBKH iH(OpMaIliifHi 1axpai, 3aay4eHi B
0e3nmid pi3HWUX Tamy3ed, MOXXYTh BHUKOPHUCTOBYBATH 0OaraTo yxke J0oOpe BiIOMHX CHOCOOIB st
MaHIITyJTIOBaHHS, a TAKO)K BUTAIyBaTH i HOBI TAKTHUKH, 3BYKAFOUHM HA TEXHOJOTIYHHIA TIpOrpec.

XKeprtBoto mmx mraxpaiB Moxe craTh Oyab-ska JroauHa B iHTepHeTi. OIHaK pekjIaMHa
JISUTBHICTh OHJIAH TICEBJIOHACTABHUKIB OpPI€HTOBaHA HA MEBHI IUIbOBI ayauropii. ['patoun Ha
EMOITiSAX Ta OYIKYBaHHI IIBUKUX PE3yJIbTATIB, IH(OIIaxXpai 3aMaHIOITh JI0 ceOe TOBIPIIMBUX JIFOJICH,
SIKi X0uyTh 200 MIBUAKO 3apOOJISATH HE BUXOAAYH 3 IOMY, 200 MaTH MaCUBHUHN J0XiJ], a00 BUPBATUCS
3 OOproBoi sSIMM 4M BUILIATHTH KpeAuT. B waci BiliHM Taki moTpeOu y JOJei 3ycTpidaroThes yce
yacrilie, 1110 MOPOoJKY€ TIOMUT HA BiIIOBIHI KypcH, a ToMy iH(popMaIiiiHe maxpaicTBO MPOIIBITAE.
Hepinko MoxHa moOaunTH HOBHHHI 3ar0JIOBKH Ta CIOXKETH, SIKi PO3MOBIAAIOTH PO Te, AK TaKi maxpai
00AypIOIOTH YKPaiHCHKUX O1KEHIIIB.

OKpiM 3HaHb Ta KOMIICTCHIIH, MOTPIOHUX TI'pOMaJsSHAM JUIS 3aJI0BOJICHHS CBOIX 0a30BUX
notped, B YkpaiHi icHye il nedinuT B CIEiali30BaHUX 3HAHHSX, HEOOXITHHUX JUIS BiJTHOBIICHHS
KpaiHu B MallOyTHbOMY. Pe3yibTaTH COIIOJIOTIYHOTO HOCITiIKeHHsT «['poMalIsHChKe CYCIiIbCTBO
Ykpainu B yMOBax BifHHY» MMOKa3aiio, o 81,6% aKTUBHUX I'POMAJISH, TOJIYYCHHUX O TPOMAJICBKUX
00’eTHaHp YU ONaroAiiHUX OpraHizaiiid, sKi IUIAHYIOTh JOJYYUTHUCS JIO BIJIHOBJICHHS KpaiHW, €
norpeda y HOBUX HaBUYKax Ta MiABHILEHHs KBamidikamii («I'poMaasiHCbKe CyCcHibCTBO YKpaiHU B
yMoBax BiltHH-2022» — 3BIT 3a pe3ybTaTaMu JAOCTiKEHHS — €aHaHHs). B IboMy KOHTEKCTi BapTO
MOPYIIUTH THTaHHS BiJICYTHOCTI HAJEXHOI CHCTEMH OCBITM B KpaiHi, sSIka Mae 3aKpUBaTH Taki
notpedu rpoMaisiH. OCHOBHUMH NpoOIeMaMu TYT €, TO-TIepIIe, Te, 0 JUCTaHIiHHe HaBYaHHS X04
BBEJIM, ajieé PO3poOKa OHJIAMH-KYpPCIB LIe € HE PO3BUHEHOI0, 10 POOUTH 110 Hillly BIAKPUTOIO ISt
HIapiiaTaHib; MO-APyre, HaBiTh SKIIO W ICHYIOTh SIKICHI OHJIAMH-KYPCH, TO BOHH HE MTPOCYBAIOTHCS B
MacH; TIO-TPETE, YACTO CaMi OCBITSHU MOTPEOYIOTH MiABUIIEHHS KBaTi(iKaIlii; mo-4eTBepTe, HEPiaKo
OyBae Take, 110 10 IPOrpaM depe3 3HaAHOMCTBA AOIY4alOThCsl «IOTPIOHD» JII0H, K1 MOXKYTh OyTH
TUMH CaMHMH IIaxpasMu. Tomy, JO TOro 4acy, NMOKH He OyayTh HampambOBaHI MapTHEPCHKI
CTOCYHKH MiX BIIQJIOI0, 3aKJIaJ]aMH OCBITH Ta Oi3HecoM, iH(opMarliifHe maxpaiicTBo Oyie iCHyBaTH
Ta MpoUBITAaTH B YKpaiHcbkoMy cycrinbersi (yka, 2021, c. 149).

3apa3 B iH(pOpMAaIiHHOMY MTPOCTOPI YACTO TOYAIHM 3 SBJIATHCS PE30OHAHCHI HOBUHU TIPO
BiJJOMUX «aKTUBICTIBY, sIKi HIOM-TO JJOMIOMAararmTh YKpaiHCbKUM TpoMajisiHaM TIepEKUTH BiliHY, aie
HacripaBai € iHopMmariiitanmu maxpasmu. [lkoma Bix Jif TaKKMX «IICEBIOCKCIIEPTIBY IOJISATAE HE
JIMILE B TOMY, 10 BOHM 3apOOJIAIOTH HA TOP1 UM MOTpedax iHIINX, aje i B TOMY, 10 XUOHI HABHYKU
YH TIOPAJIM, SIKi HOMH TPOTIOHYIOThCS, MOKYTh MPH3BECTH HABITh JO0 JETATBHUX HACTIIKIB (SKIIO,
HaTpUKIIaJ, MOBa HJe PO OHIAWH-THCTPYKTOPIB 3 0OMOBOI YW MEAMYHOI MiArOTOBKM). 3 iHIIOTO
00Ky, TIPOHIIIOBII KypC, TPOMAISTHI MOXYTh BiIdyBaTH ceOe OUTyKaHMMH i BTPATUTH JOBIpY IO
IHIIMX MPOBaKEPiB OCBITHIX MOCIYT.
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OnputogHeHHs iHQOpMaITil 010 TAKUX OHJAWH-IIaxpaiB € OjHier0 3 (QyHKIH HCTHTYIIH
TPOMAJITHCBKOTO CYCIIBCTBA. 3 TMO3MIII MYJIBTHKYJIBTYpAlli3My aMepHKaHCHKOTro comionora JIx.
ArekcaHzepa, rpoMaJSTHCEKE CYCITUTLCTBO € KYJIBTYPHHM TI0JIEM, JI€ PO3KPUBAIOTHCS Ta aKTyali3yHOThCs
NUTaHHS COI[ATBLHOT HECIPaBEUTMBOCTI, SIKI MOKYTh BUHHMKHYTH B 30BCIM PI3HUX HETPOMAJICHKHX
chepax. 3aBIIKM KOMYHIKATHBHUM Ta PETYJISATHBHUM I1HCTHTYISIM TPOMAJISHCHKOTO CYCIIBCTBA
po0sieMr eKOHOMIKH, Pedirii, ciM’1 TOImo MOXKyTh OyTH NiepeHeceHi B myOmiuny cdepy, i, B pe3ynbTari,
Mae€ 3IIMCHIOBATUCS THCK Ha JEp)KaBy, sKa TOBHWHHA IIICIS IHOTO PETYIIIOBATH Ha3pily mpodiemy
(Alexander, 2006). 3Baxkaroun Ha Te, U0 iHPOPMAIIMHUX MIAXPAiB JOBOJI CKIAJHO MPUTITHYTH JIO
BiZIMOBINAJIBHOCTI, OCKUTbKM B 3aKOHOJABCTBI YiTKO HE MPOIMHMCAHUH TIeH TPOIieC, PeryIOBaHHM IIi€T
poOJIeMH CHOTO/IHI 3aMAaETHCS TPOMAISHCHKE CYCITUTLCTBO. AKTUBI3allis aKTHBHOI TPOMaJICHKOCTI Ta
BIIKIIMK HOBMHU B YChOTO HACEJICHHS TOBOPUTH PO IMO3UTHUBHI TEHICHII moa0 (GopMyBaHHS
TPOMAJITHCHKOTO CYCITUTBCTBA B YKpaiHi. 3 iHIIOro 0OKy, MOMMPEHICTh 1H()OPMAIIHHOTO IIaXpaicTBa,
Ta 1 B3arani KiOep3IOuMHHOCTI, € OAHUM 13 0ap’€poM Ha IUBIXY PO3BUTKY TAKOTO CYCIIUIbCTBA.

Cnucox BUKOPHCTAHMX JIAKepeJs
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POPULATION MIGRATION IN AN INTERDISCIPLINARY DIMENSION

Backgroud: "Population migration" is a term that has many meanings. Population migration
can manifest itself in such forms as nomadism, pilgrimage, wanderings, urbanization, ruralization,
etc. Population migrations have a long history, but are relatively little studied. In Western Europe and
North America, population migration became the object of sociological research only from the middle
of the 19th century. Interest in the study of population migration has become relevant due to the needs
of studying the adaptation of immigrants in host countries and studying the consequences of mass
emigration of the working population from donor countries.

Purpose: To carry out a systematization and comparative analysis of the main approaches to
the study of migration in sociology and other socio-humanitarian disciplines.

Methods: The work uses a number of general scientific and special sociological methods: logical-
semantic - for analyzing and deepening the conceptual apparatus of the concept of external migration;
comparative analysis of the results of statistical and specifically sociological studies of migration.

Results: A significant increase in the scale and intensity of international population migration at the
end of the 20th and the beginning of the 21st century led to the interest of Ukrainian sociologists in the issue
of migration. The theoretical and methodological approaches of Western researchers echo the approaches
of post-Soviet scientists, in particular, in the recognition of the interdisciplinary nature of population
migration studies. Thus, there are six sociological approaches to the study of migration. At the same time,
V. Iontsev noted that to the sociological approach "it would be possible to add the classification of migration
flows according to vertical and horizontal characteristics and the theory of "rational expectations".

Conclusion: Within the scope of the comprehensive study, a broad classification of approaches
to the study of migration was presented. V. lontsev's classification included 17 scientific approaches
to the study of population migration, which, in turn, united 45 scientific directions, were classified
as: the concept of "attraction - repulsion” by E. Lee (E. Lee); ethnosociological approach K. Davis
(K. Davis), Y. Harutyunyan; the theory of "migration chain" D. Gurac (D. Gurac), F. Caces (F.
Caces), D. Massey (D. Massey), A. Simmons (A. Simmons); the cultural approach of H. Esse, J. Rex,
J. Bustamante; assimilation theory of H. Werner (H. Werner), M. Gordon (M. Gordon); sociological
theory of migration (sociology of migration) by T. Zaslavska, T. Yudina.

Keywords: migration, social migration, population migration.

[loyaTkn HayKOBOrO OCMHMCIICHHS SIBHIN]A 30BHIIIHBOI Mirpaimii IOB’S3yHOTh 3 IMEHEM
ni6epanpaoro muciutenst XVII cromitrss A. Cmirta, sIKMii 3aCHYBaB Tak 3BaHWH MEPKaHTHITICTCHKUH
MiAXig 10 30BHIMIHBOI Mirpauii. BigmosigHo mo MepkanTuiismy (Bif aHri. merchant — Toprisemp),
0e3MepelKoHII MDKHAPOTHUN PyX POO0YOi CHITH CIIPUsiE EKOHOMIYHOMY 3pOCTaHHIO Ta MOJI0JIAHHIO
Oimaocti. Y npyrid monoBuHi XIX cromitrs cdopmyBanacs kimacuvHa Teopis wmirpamii. [TowaTku
(opmyBanHs 1€l Teopii NoB’s3yroTh 13 E. PaBenmraitnom (E. G. Ravenstein), skuii BUBIB «3aKoHH



